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Bluetooth Stack Is Bloated and Vulnerable

• The host code supports multiple usage scenarios
• The firmware supports diverse functionalities

In many use cases, limited functionality is needed 
while the nonessential functionalities may contain 
vulnerabilities [1]

Debloat the Bluetooth stack to reduce attack surface!

Existing Debloating Approaches Cannot Be Directly Applied

[1]. BlueBorne, https://www.armis.com/research/blueborne/

Existing debloating methods require that the program has a single entry point while 
the Bluetooth stack may have several entry points

The code of different functionalities are coupled together

The host code and firmware are two separated pieces of software that do not 
directly call each other and run on different CPUs

Evaluation

(a) Host Code Debloating (b) Prevented CVEs

(c) Firmware Debloating

Our paper [2], code [3], video tutorial, and virtual machine image are publicly available online!

[2]. LightBlue (USENIX SEC’21), https://www.usenix.org/conference/usenixsecurity21/presentation/wu-jianliang [3]. LightBlue code, https://github.com/purseclab/lightblue
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